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ABSTRACT 

The rapid expansion of social media has intensified the manifestation of online disinhibition, where 

individuals communicate more freely, openly, or impulsively in digital spaces. This phenomenon is 

especially prevalent among Generation Z, a cohort of digital natives whose online behaviors are 

strongly intertwined with their psychological characteristics. This study investigates the role of self-

esteem in shaping two distinct dimensions of online disinhibition—benign and toxic—among 

Generation Z social media users. Using a quantitative correlational design and purposive sampling, 

data were collected from 224 participants. Self-esteem was measured using the Rosenberg Self-Esteem 

Scale, while online disinhibition was assessed using the Online Disinhibition Scale (ODS). 

Spearman’s rank correlation was employed to analyze the relationships among variables. The findings 

revealed no significant correlation between self-esteem and overall online disinhibition (r = –0.068, p 

= 0.318). However, self-esteem showed a significant positive association with benign disinhibition (r 

= 0.132, p = 0.049) and a significant negative association with toxic disinhibition (r = –0.204, p = 

0.002). These results emphasize the multidimensional nature of online disinhibition and indicate that 

self-esteem may differentially influence individuals’ adaptive and maladaptive online behaviors. The 

implications for digital well-being, online behavior interventions, and future research are discussed. 

Keywords: generation z social media users; self-esteem; online disinhibition; benign disinhibition; toxic 

disinhibition 

 

Introduction 

Social media has become a primary platform for digital interaction and the construction 

of self-identity in modern society. Rapid technological advancements have transformed the 

ways individuals communicate, share information, and build social relationships. In 

Indonesia, internet use has increased significantly in recent years (Rahmadani, 2023). 

According to the APJII (2024) report, the number of internet users has surpassed 221,563,479 

individuals, with a penetration rate of 79.5%. Generation Z represents the group with the 

highest usage rate at 87.02%, reinforcing their position as digital natives who have grown up 

alongside technology. The intensive engagement of Generation Z with social media makes 

them particularly vulnerable to psychological dynamics in online interactions. A lack of self-

control may lead to inappropriate behavior and difficulties in forming social relationships, 
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both in offline and digital contexts (Fitriansyah, 2018). Social media provides an interaction 

space that allows individuals to feel freer in expressing themselves, particularly due to 

anonymity and physical separation from communication partners. This condition indicates 

that technological development not only changes the way individuals communicate, but also 

affects emotional regulation, behavior, and social norms in everyday interactions, especially 

within online environments (Haqie et al., 2024). 

One prominent phenomenon in online behavior is online disinhibition, which refers to 

the tendency of individuals to express thoughts, emotions, or behaviors more freely in digital 

environments compared to face-to-face settings (Suler, 2004). Suler distinguishes two forms 

of online disinhibition: benign disinhibition, which includes positive expressions such as 

openness and empathy, and toxic disinhibition, encompassing negative behaviors such as 

insults, verbal aggression, and cyberbullying. These contrasting expressions highlight that 

online disinhibition is not a unitary construct but a multidimensional phenomenon that 

shapes the quality of digital interactions. Empirical studies have demonstrated the 

psychological consequences of online disinhibition among adolescents and young adults. For 

example, toxic disinhibition has been shown to mediate the relationship between life stress 

and cyberbullying behavior (Chu et al., 2023), whereas benign disinhibition is associated with 

emotional expression and the receipt of social support in online contexts. Despite this 

conceptual distinction, many empirical studies continue to operationalize online disinhibition 

as a single construct, potentially obscuring meaningful psychological differences between 

adaptive and maladaptive online behaviors. As a result, findings that rely on aggregated 

disinhibition scores may lack conceptual clarity and offer limited explanatory value for 

understanding diverse online behavioral outcomes. 

Online disinhibition is influenced by several situational and psychological factors, 

including dissociative anonymity, invisibility, asynchronicity, solipsistic introjection, 

dissociative imagination, and the minimization of status and authority (Suler, 2004). These 

conditions reduce direct social pressure and external regulation, allowing individuals to feel 

freer in expressing thoughts and emotions in online environments compared to face-to-face 

interactions. In such contexts, internal psychological factors become increasingly important 

in shaping online behavior. One such factor is self-esteem, which has been identified as a key 

psychological variable influencing how individuals use social media as a space for self-

expression. Niemz et al. (2005) suggested that self-esteem plays a role in individuals’ 

preference for online versus offline communication, indicating that self-evaluative processes 

may influence how people respond to reduced social constraints in digital interactions. 

Self-esteem refers to an individual’s overall evaluation of personal worth and capability 

(Coopersmith, 1967). Rosenberg (1965) conceptualizes self-esteem as comprising two core 

components: self-acceptance, which reflects the ability to acknowledge both strengths and 

weaknesses, and self-respect, which refers to the extent to which individuals value themselves 

positively. As a central aspect of psychological functioning, self-esteem has been widely 

associated with patterns of self-expression and interpersonal behavior, including behavior in 

digital environments. 
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Previous research has examined the relationship between self-esteem and online 

disinhibition among Generation Z populations. For instance, Ariesandy and Ariana (2021) 

found that Generation Z Twitter users with higher self-esteem were more likely to express 

themselves openly in online interactions. Similarly, Fitria (2021) reported that adolescents 

with higher self-esteem tended to exhibit online disinhibition behaviors more frequently when 

using social media. However, these studies largely conceptualized online disinhibition as a 

single, undifferentiated construct, without distinguishing between its benign and toxic forms. 

This unidimensional approach represents an important limitation, as benign and toxic 

online disinhibition may be driven by different psychological processes and may relate to self-

esteem in distinct ways. Treating online disinhibition as a single construct risks obscuring 

opposing behavioral tendencies and may contribute to inconsistent or ambiguous empirical 

findings. This limitation is particularly critical for Generation Z, who represent the most 

active and digitally immersed cohort and are simultaneously more exposed to both positive 

and problematic online behaviors. Without a clearer understanding of how individual 

psychological factors, such as self-esteem, relate to specific forms of online disinhibition, 

interventions aimed at improving digital well-being may remain overly general and less 

effective. 

To address this gap, the present study examines the relationship between self-esteem and 

online disinhibition by explicitly distinguishing between benign and toxic dimensions among 

Generation Z social media users. By adopting a multidimensional perspective, this study 

seeks to provide a more precise understanding of the psychological dynamics underlying 

online behavior and to inform the development of evidence-based digital literacy programs, 

preventive interventions, and educational initiatives that promote healthy and ethical online 

engagement. 

Based on the theoretical framework and previous empirical findings, the following 

hypotheses are proposed: 

H1: There is a significant relationship between self-esteem and benign online disinhibition 

among Generation Z social media users. 

H2: There is a significant relationship between self-esteem and toxic online disinhibition 

among Generation Z social media users. 

Methods 

      This study involved 224 Generation Z respondents (born 1995–2010, aged 15–30) 

who are active social media users. Participants were selected using purposive sampling based 

on social media usage intensity and willingness to participate (Sugiyono, 2015). Participants 

were selected using purposive sampling, with inclusion criteria consisting of (1) belonging to 

Generation Z (aged 15-30), (2) being active users of social media platforms. This sampling 

technique was considered appropriate for the present correlational study, as it ensured the 

inclusion of participants who were directly relevant to the research objectives. 
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Two instruments were employed: the Online Disinhibition Scale (ODS) and the 

Rosenberg Self-Esteem Scale. The ODS was adapted from Udris (2014) and translated into 

Indonesian by Mantara et al. (2023). It consists of 11 items, measuring benign online 

disinhibition (7 items) and toxic online disinhibition (4 items), rated on a five-point Likert 

scale. As the ODS is a recently adapted instrument, no separate pilot testing was conducted 

prior to data collection; however, reliability analysis in the present study indicated good 

internal consistency (Cronbach’s α = 0.82). Self-esteem was measured using the Rosenberg 

Self-Esteem Scale (RSES) developed by Rosenberg (1965) and adapted by Azwar (1979). A 

pilot test conducted on 87 respondents resulted in the removal of one item due to low item–

total correlation, yielding a final 9-item scale with satisfactory reliability (Cronbach’s α = 

0.846). 

Data were collected online via Google Forms, and all participants provided informed 

consent prior to participation. Participation was voluntary and anonymous to ensure 

confidentiality. A quantitative correlational approach was employed to examine the 

relationship between self-esteem and online disinhibition. Preliminary assumption testing 

indicated that the data were not normally distributed; therefore, Spearman’s rank-order 

correlation was used to analyze the relationships between self-esteem and benign online 

disinhibition as well as toxic online disinhibition, using SPSS version 27. 

Results 

Descriptive Statistics 

This study involved 224 participants who are part of Generation Z (aged 15–30 years). 

The descriptive statistics for each variable are presented in Table 1. 

Table 1. Descriptive Stastistic of Main Variable  

Variable  N  Min Max Mean SD 

Online 

Disinhibition 

224 22 53 40.55 6.975 

Self-Esteem 224 29 45 33.12 5.772 

 

Table 1 provides an overview of distribution of scores for the two main variables. The 

descriptive analysis shows that the empirical scores of Online Disinhibition range from 22 to 

53, with a mean of 40.55 and a standard deviation of 6.975. Meanwhile, Self-Esteem scores 

range from 29 to 45, yielding a mean of 33.12 and a standard deviation of 5.772. These 

findings indicate adequate score variability for both variables, allowing further analysis to be 

conducted. 

 

 

Table 2. Descriptive Stastistic by Subdimensions 

Variable  N  Min Max Mean SD 
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Benign 

Disinhibition 

224 14 35 28.63 4.017 

Toxic 

Disinhibition 

224 4 20 11.91 4.771 

Self-Esteem 224 10 45 33.16 5.784 

 

Table 2 provides a more specific understanding of respondents’ online behavior. 

Empirical scores of Benign Disinhibition range from 14 to 35, with a mean of 28.63 and a 

standard deviation of 4.017. Toxic Disinhibition scores range from 4 to 20, with a mean of 

11.91 and a standard deviation of 4.771. Self-Esteem scores show a range of 10 to 45, with a 

mean of 33.16 and a standard deviation of 5.784. All empirical ranges fall within the 

theoretical limits, indicating that the scale functions appropriately for further analysis. 

Correlation Analysis 

Spearman’s rank-order correlation was used to examine the relationships between self-

esteem and online disinhibition. The analysis revealed no significant relationship between 

self-esteem and overall online disinhibition (r = –0.068, p = 0.312), as shown in Table 3.  

Table 3. Hypothesis Testing Test (Online Disinhibition & Self-Esteem) 

Variable R 

(Spearman) 

p-value Conclusion 

Self-Esteem – Online 

Disinhibition 

-0.068 0.312 Not 

significant 

  

When analyzed by dimension (Table 4), self-esteem showed a significant positive 

correlation with benign online disinhibition (r = 0.132, p = 0.049) and a significant negative 

correlation with toxic online disinhibition (r = –0.204, p = 0.003). These findings indicate that 

self-esteem is differentially associated with adaptive and maladaptive forms of online 

disinhibition. 

Table 4. Hypothesis Testing Test (Online Disinhibition & Self-Esteem) 

Variable R 

(Spearman) 

p-value Conclusion 

Self-Esteem – Benign 

Disinhibition 

0.132 0.049 Significant 

Self-Esteem – Toxic 

Disinhibition 

-0.204 0.003 Significant 

 

Discussions 

The findings of this study indicate that the total score of online disinhibition does not 

show a significant relationship with self-esteem. This suggests that when benign and toxic 

disinhibition are combined, the opposing directions of their correlations cancel each other 

out, resulting in a non-significant overall association. This underscores Suler’s (2004) 

assertion that online disinhibition is a multidimensional construct, encompassing both 
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adaptive and maladaptive components. By distinguishing between benign and toxic 

disinhibition, the present study advances Suler’s framework by demonstrating how these 

dimensions operate differently in the context of Generation Z, highlighting the nuanced 

psychological mechanisms that a unidimensional approach may overlook. 

A more informative pattern emerges when the dimensions are analyzed separately. 

Benign disinhibition demonstrates a significant positive relationship with self-esteem, 

indicating that individuals with higher self-esteem are more likely to express openness, 

empathy, and supportive behavior in digital interactions. This finding extends Coopersmith’s 

(1967) and Santrock’s (2011) perspectives, suggesting that stable self-esteem not only 

enhances confidence in self-expression but also facilitates prosocial engagement in online 

settings. Mechanistically, this may be explained by better emotion regulation, a stable self-

concept, and lower reliance on external validation, which allow individuals to interact online 

without fear of judgment. Anonymity and psychological distance in digital environments may 

further enable prosocial behaviors, as suggested by Lapidot-Lefler and Barak (2015). 

In contrast, toxic disinhibition is negatively associated with self-esteem. Individuals with 

lower self-esteem are more prone to aggressive, impulsive, or hostile behaviors online, such 

as trolling, offensive comments, or rash postings. This aligns with Suler’s (2004) disinhibition 

model and is supported by Verma et al. (2023), Putri and Pratama (2023), and Pickhardt 

(2013), who emphasize that poor emotion regulation, self-hate, and low self-esteem contribute 

to maladaptive online behaviors. These findings highlight that combining benign and toxic 

disinhibition into a single score, as done in prior studies (e.g., Ariesandy & Ariana, 2021; 

Fitria, 2021), may obscure opposing behavioral tendencies and lead to misleading 

conclusions. 

Practically, these findings have important implications for digital literacy programs, 

cyberbullying prevention, and interventions targeting Generation Z. Programs can be tailored 

to strengthen self-esteem and emotion regulation, fostering benign disinhibition while 

mitigating toxic tendencies. Educators and practitioners can use these insights to develop 

platform-specific guidelines and activities that encourage positive online engagement. 

This study has several limitations. First, the reliance on self-report measures may be 

subject to social desirability bias. Second, the cross-sectional correlational design limits causal 

inference, and cultural specificity may constrain generalizability beyond Indonesian 

Generation Z users. Third, the quantitative approach provides limited insight into the 

contextual and psychological processes underlying online disinhibition. Future research could 

adopt longitudinal, experimental, or mixed-method designs, or focus on platform-specific 

behaviors, to better understand the mechanisms and causal pathways linking self-esteem and 

the two dimensions of online disinhibition. 

Conclusion 

In conclusion, this study demonstrates that self-esteem influences online disinhibition 

differently across its dimensions: higher self-esteem is associated with benign online 
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disinhibition, while lower self-esteem is linked to toxic disinhibition. By distinguishing 

between these two forms, the study contributes both theoretically, by clarifying the 

psychological mechanisms underlying online behavior-and practically, by informing 

interventions aimed at promoting healthier digital interactions among Generation Z. Future 

research could build on these findings by examining specific social media platforms or 

particular online behaviors to better understand how self-esteem shapes digital interactions. 
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